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1 EXECUTIVE SUMMARY

The present deliverable begins with a presentatibrthe analysis of the user requirements, as
gathered during the SAG meeting and subsequent interviews drat adeetingsvith stakeholders

From the compilation of the user requirememtsmain functional and nefuinctional requirements

have been definednda number of use case scenarios, which the IMPR&S®mis expectedo
support, hae been preparedlong with their inherent functional and ntamctional requirements for

their full deploymentThey showcase the needed interoperability betweetMRRESS components,

in order to fill the gap between business level (process models), technical level (workflows definition,
web-services implementation) and uskmain requirements, as well as to improve the
communication between several different orgatmss. For such purpose, D1.9 feeds further the
work of D2.1 and WP2 towards the system design and specification.

The target SCENARIOS for which actual demonstrations are foreseen, and which include several of
the presentedcenariaise cases, are thelfawing:

SCENARIO 1 (Cros$order perspective, Greeed®ulgaria): An earthquake occurs in Bulgaria near

the E79 motorway, close to the GreRllgarian border, with two major consequences: firstly an
overflow of the river Strimona, causing a landslide atdide of the road; secondly the fall of several
large stones onto the street itself.l#&ge number of cars are involved, with many drivers and
passengers in urgent need of medical attention and transportation to the nearby hospitals, while the
motorway tself is out of service. This situation triggers a cfoggler emergency operation.

SCENARIO 2 (Italy): a fire develops dwoard a ship moored in front the Palermo harbor, in the sea,
right in front the Palermo promenade (Foro Umberto |). Due to the fnond NE, the risk exists that

the consequent release of toxic substances can reach the densely populated area of Kalsa District.
Victims on board the ship present with burns, wounds and crushed limbs. While trying to escape,
some of them fall into the sea.

A third scenario is defined to handle a biological incident (Anthrax) that will be simulated.

The validation framework for the proposed IMPRESS solution is also described in the present
document. Validation of the IMPRESS communication platform and abecision Support tools

will have to be tailored to the simulated conditions: tabletop in the case of Scenario 1, live field
simulation in the case of Scenario 2. Validation of the platform presumes also a description of its
performance, both as the mepeed and capacity of its HW/SW components as as the description of
the possible features of the crisis which it is supposed to improve. To this end, a section on Key

Performance Indicators follows.
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2 INTRODUCTION

The European IMPRESS project (EU Project:®08078 (CH-P)) aims at designing a platform
capable of supporting the decisioraking process during a health emergency event.

During an incident management stakeholders, and in particular emergency health service providers,
have to deal with two basahallenges: the disproportion between needs and available human/material
resource capacity in the response system; and the inherent time constraints of an emergency. These
critical factorsplay a crucial role in the decisianaking process during a criggsent, and affect all

levels of command & control (strategic, operational and tactical). IMPRESS will improve the
efficiency of the decision making process specifically in emergéeajthoperations, with a direct

impact on the quality of the services yided to citizens. It will be based upon and make available
consolidated operational concepts to effectively manage medical resources. It will deliver a Decision
Support System assisting in the preparation and coordination of the response activitiedatasing

from multiple, heterogeneous sources. The proposed solution will facilitate communication among
Health Services, Emergency Responders, local Authorities and other participating organizations, at all
levels of response and at all moments during tlegsarycle. It will assist health services in becoming

more proactive, better prepared and interoperable with other emergency response organizations.

In Deliverable D1.8 critical past events and lessons learnt have been identified, along with the
expectedmpact of foreseeable risks. The present deliverable moves from this D1.8 analysis for the
presentation of the Scenario Use Cases, which serve as examples to highlight the current needs and
current response system shortcomings as well as the potentiat mfipslPRESS in facing situations

of mass casualty emergency. The analysis performed in D1.8 resulted in the identification of three
representative types of events: biological, HAZMAT and traufeerefore theaim of the present
deliverableis that of preenting in detail situations that occur when an event from one of the above
three classes occurs. In so doing, we will identify the needs and requirements that experts and
stakeholders would like to see satisfied. The corresponding functional requirefm@nBRESS will

then respond to these user needs.

These sevat scenarios should illustratiee possible utilization of the IMPRESS platform from a user
perspective when a simulated or real event has happened. The Use Case Scenarios present both the
operaional modalities of interaction with the platform, as well as the ability of the IMPRESS solution

to take into account organizational procedures, roles and the functions of the Health Emergency
Management System (deliverable D1.3), as well as the deségurés responding to the expressed
requirements and preferences of stakeholders and experts towards addressing the existing
shortcomings of the current health emergency response. The Use Case Scenarios presented here have
therefore the purpose to show mokthe IMPRESS features, developed in response to the analysis of

the user requirements, illustrating how IMPRESS can be of support in (real or simulated) crisis

situations, filling the existing gaps in the management of the response to emergencies.
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The present document has also the purpose of showing how the Impress solution will be validated.
For this purpose, two Test Bed Scenaitiave been scheduled, andyhbkdation plan of during these

Test Bed cases is presented here, along with a seriesabfbarks against which the performance of
IMPRESS will be measured.

The document is therefore structured according to the following sections: in Section 3, Methodology,
the procedures and actions followed to gather user requirements as well as thewdimaework

will be presented. Section 4 deals with the description of the IMPRESS User roles and functions, as
well as with the IMPRESS User Requirements. Section 5 presents a detailed description of the two
Test Bed Scenaridshe Cross-border perspecive, Greecei Bulgaria, subsection 5.1 and thialy
Scenarig subsection 5.2and section 6 is dedicated to the pi
adopting the formalism of the use cases, that is temgtateescribing behavioural requirements of a
system from the user point of view. Section 7 describes the Validation Framework and Benchmarking
formally put in place inWP 4 - IMPRESS DSS Testing and Validation where the IMPRESS
solution will be evaluated both qualitatively and operationally on tkeslud the proposed validation
framework, by means of the two different Test Bed Scenarios, in order to ensure the quality and the
consistency of the delivered solution. Finally section 8, Conclusions, summarizes the results achieved,

the productsdeliverad and their usefulness in relationship with future tasks and packages.
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Abbreviation Meaning

A&ED Accident & Emergency Department
ADCI Affinity Diagram Core Data Infrastructure
ADDT Affinity Diagram Data

ADUI Affinity Diagram User Inteface

AFXX Functional requirement No. XX

ANFXX Non Functional requirement No. XX
ARPA Agenzia Regionale Protezione Ambiente
DSS Decision Support System

EU Expert User

HEMS Health Emergency Management System
HICS Hospital Incident Command System
HMS Hospital Management System

HRCC National Health Response Coordination Centre
KPI Key Performance Indicator

OoSMC On-Scene Medical Coordinator

OSIMS On Site Incident Management System
PM Platform Manager

RMCC Regional Medical Coordination Centre
RU Registered User

SAG Stakeholders Advisory Group

SMO Site Medical Officer

SOP Standard Operating Procedure

TRO Triage Officer
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3 METHODOLOGY

3.1 USER REQUIREMENTSLEGIION

According to the DoW.the objective of task 7.2 is thestablishment and coordinatioof the
Stakeholders Advisory Group (SAG), whose objectivibiprovidemeaningful inputs to the project

to ensure that the project objectives and activities are in line with the needs of the stakeholders and
decision takers. After the establishment of 8&G, composed of representatives of the different
categories involved in emergency response activities (health sector authorities, emergency response
services, disaster and emergency medicine agencies, disaster first responders), the first SAG meeting
washel d in Rome on July 22sd & 23r distStakehblders Al | t
Advisory Group Workshop 0 can be found at t Hitpe://fp7-f ol | o wi

impress.eu/index.php/mes/171stsag From the web page the complete profile of all the SAG
members can be downloaded, the list of participants along with their affiliation is reported in
Appendix Al. During the meetingcertainconsortium partners gave an overview of the mtje
presenting the scope and objectives of IMPRESS and providing the background for a constructive
discussion among the participants. According toadenda of the meeting four different groups of

SAG participants were formed, to exchange opinions, agstiquns and offer comments. SAG
members were also asked to fill out questionnaires covering different aspects of the management of
crisis situations, and meant to gather the user requirements, as well as to identify those gaps in
response management thdMPARESS could be supposed to help bridge. example of a filled
guestionnairas reported in AppendiA2. They addressed key needs arising from the three different
level of managemerdf a crisissituation Operational level, Dispatch levehé Crisis Mangement

level. In the first part of the questionnaire participants were asked to list all the keythneedgere

able to identifyaccording to their experiencat the three specified levelSubsequent discussion
during the meeting helped to better elater and understand their inpuEurthermore, the
guestionnaires aimed at collecting information about existing tools, including user satisfaction with
them, about the needs that the IMPRESS solution ought to cover and about their expectation of how
much ths solution could be useful in satisfying their requirements. Questionnaires have besedanaly
and the results are reported in section 4. In the following, the user requirements collection from the
SAG meeting is calleBHASEL1 in the process of User Remgments gathering and analydi-ASE

2 in the process consisted in a next meeting, planned in the framework of th@ackdge 2
IMPRESS System Specification and Desigas the first technical meeting of the IMPRESS project,
where a usability sessidnok place during the first day. Besides technical partnersusei and
stakeholders were invited to participate and to revise and integrate the collection of user requirements.
The session dedicated to the User requirements collection was carriédy auplementing the

method of the affinity diagrams.

1C


http://fp7-impress.eu/index.php/news/17-1st-sag
http://fp7-impress.eu/index.php/news/17-1st-sag
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3.2 ASSESSMENT OF THEIDATION FRAMEWORKMABENCHMARKING

3.2.1 VALIDATION FRAMEWOBKCKGROUND

To identify the best methods for validation of the IMPRESS DSS a literature search has been carried
out through PubMed using the terms: decision support systems, expert systems, emergency
preparedness, emergency exercises, exercise evaluation, measuring preparedness, performance
measurement.
Following what has been stated hgmy (2010)in the chapter on Testing Mbhbds for Decision
Support Systems in the recent online text on th
practice, these systems need to be extensively
the evaluation of DSS should ggm in two phases:

1) Testing the DSS in controlled conditions

2) Evaluating the DSS in real use, duringpadomized trial

The suggestion of testing the DSS in controlled conditions was initially developed by M@ég§8ér (2
and testing methods were classifietbitwo categories biPreece (1994

a) Static methods which do not require the use of the DSS. They consist only in the review of
the DSS database using humans or software programs that search for syntactic, logical or
semantic errors in the knowledge baSmtic methods arealled verification andhey consist
in checking if the DSS performs without errors and delivers reasonable results (is the system
built right?)
Static methods test a DSS without requiring its use. They consist in the inspection 8&he D
knowledge database, either manualjyhuman experts, or automatically.
In case of the IMPRESS databadés, content of the databases will be examined by domain
experts and benchmarked against best practice,-rpéewed case studies, guidance
documats from scientific bodies and professional agencies, as well as official reports and
investigations These expertwill indicate boththe databases to hsed and the knowledge
base congruitycriteria The domain experts inspecting the databases witlifberent from
those designing them and from those that have chosen the external databases to be used, if
any. One practical possibility is to have the databases verified during demos or stakeholder
meetings, or submitting them for evaluation by email.

b) Dynamic methodswhich require the use of the DSS. The DSS must be used to solve a set of
test cases. Methods have been specifically proposed for:

i. Choosing test cases meaningful for testing
ii. Determining whether the DSS outputs are considered satisfactorddgn

by asking human experts to solve test cases by hand)

11
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Dynamic methods may be callgdlidation (does the DSS satisfy the useguirements, are
you building the right system?yalidation will make use of a number of key studies,
identified and disassed in Deliverable D1.2, more particularly those related to the typical

hazscape under consideration

Classification of errors in DSS

The field of disaster health is young and the systematization of the knowledge base is still developing.

Most of the tudies are caskased, descriptive, of an anecdotic nature and/or focusing on a specific

part of the interventions of fragments. More systematic forms of knowledge, such as manuals and
guidelines, have a limited evidence base. Therefore a useful compI;RERESS considers using is

the use of an inference engif¥sS are built from nostructured knowledge sources (even more so in

case of disasters) such as guidelines cdfetasesandopinions from groups of domain experihese

sourcesare then struared into a knowledge base, for example a set of rules or SOPs or a case
databaseAninference enginénallyappl i es the knowl edge base to t he
the output (suggestions to decision makers in the case of IMPRESS).

In this process the possible errors are

9 Errors in the knowledge source (errors in information coming from the field). These are the
most problematic errors and can be detected only by another source of knowledge, typically
human experts.

9 Errors in the knowledge basén¢tknowledge base does not apply correctly to the knowledge
source, for example incorrect procedures for disasters with an unidentified source of hazmat
material). The testing and validation of DSS is usually focused on errors in the knowledge
base.

1 Errors in the inference engine, which include errors in the strategy for exploiting the
knowledge base, for example rules are not suggested in a desired order or there are software
bugs in the inference engine. These are less serious because, since the iafegierce
domain independent, it can be tested as any other software.

9 Errors in the use of the DSS. These errors are not in the DSS but pertain to {D&%Siser
interaction. Since DSS are supposed to help hunamnkmes make sense to evaluate the
humanDSS interaction as well. A badly designed DSS can mislead the user, e.g. by

providing inappropriate default values for inputs.

! Sundnes (K.O.), Birnbaum (M.L.) (Edit.). Task Force for Quality Control of Disaster Medicine. Chapter 4: Conceptual
Model: Hazard, Risk, Vulnerability, and Damage. Health disaster Managei@eidelines for Evaluation and Research in
the Utstein Style. Prehospital and Disaster Medicine, 17 (S3), 2003, pag8.5Gundnes (K.O.). Health Disaster

Management : Guidelines for Evaluation and R eOperadiona h in th
Framework and Preparedness. Scandinavian Journal of Public
medicine- per f or mance indicators, information support and docu

Universt y Medi cal Di ssertations No. 972. Link°ping, Sweden, L i
Disaster Medicine and Traumatology.iU Tryck, 2006, 42 pag..; Kulling (P.), Birnbaum (M.), Murray (V.), Rockenschaub
(G.). Guidelines for repds on health crises and critical health events. Prehosp Disast Med 25, 2010, p&8377
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The presentation of the knowledge base should be in a human readable form, for example as a set of
ittfheno r ul e stural lamuagesosas adedision tree

The Agold standardo, the standard that the know
knowledge or the (larger, finer) knowledge source used to build the (smaller, coarser) DSS knowledge
base. Incasedfhe | MPRESS DSS a fAgold standardo- as suc
standard exists for previously unverified conditions such as a major disaster. However, the opinions of
high-ranking renowned experts in the fields are used as the best apgronitnaa gold standard that

can be used in the context where IMPRESS must operate.

Checking for syntax errors and logical anomalies is also indispensable and will be carried out as well.
Dynamic methods test a DSS running it over some test cases, andafuire the intervention of

domain experts for checking the results or involve the use of a test base that includes a limited number

of test cases (use cases, see further). Test cases can be based on real cases, for example previous
major incidents or idasters, but in these cases it is difficult to obtain all the input values required by

the DSS and it is often necessary to complement the cases with simulated data.

Test cases can be arbitrarily chosen by expert domains to test only specific functioritesd the

entire functionality of the DSS. There will be two tbsd cases foreseen for testing / validating most

of the functionality of the IMPRESS project. Other simulated test cases (scenarios) can be generated

at random in order to validate subgoonents of the IMPRESS DSS.

3.2.2 BACKGROUND ORSBENCHMARKING

A conceptual framework to measure the performance of a response system during emergency
exercises hasden described by Savoia (201As it can be easily seen from the following description

it is strongly tailored on the DSS validation framework described by L(@61,0) even though more
adherent to real life events such as those which are to be tested in case of emergency response. In this
context the use of benchmarking is mandatory.

Benchmaring of a DSS is usually referred to the study of the performance of the system, as for
example the throughput of information during an established period of time, or otherwise how the
system reacts according to a considerable rise in requests.

Evaluation & DSS is difficult because of their dynamic nature. Kim (1992) in a fundamental
historical article described four methods to evaluate a DSS: the cost benefit analysis, the value
analysis, the mulattribute method and the Analytical Hierarchy Process &dEtiA combination of

these methods has been often applied. All these methods are still utilized at a conceptual level: most
modern techniques for evaluation rely however on the definition of benchmarks for DSS through a
complete computing environment wheat population of users with different functions executes tasks
against a database utilizing the DSS to be validated. The benchmarks are centered around the

principal activities performed with the help of the DSS (questions/answers, recordings, checking

13
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status of conditions, monitoring levels of resources, etc) according to predefined Key Performance
Indicators (KPIs).

It must be remembered, on the other hand, that it is exceedingly uncommon for jurisdictions and
agencies to use common evaluation tools etrics. Evaluation of public health systems exercises is
frequent done ad hoc, and the data gathered is often narrative in form, rather than quantitative and
standardized. To date, in the US public health system there are no recognized benchmarks of
performance of agencies for emergency situations, as it is very difficult to define the benchmarks for
DSS employed during these events.

It is clear that benchmarking of decision support systems for disaster situations is an open problem, no
general consensuists, in the existing literature KPIs vary greatly in the number and types of
elements to be considered, and there exists a lack of consistency of those KPIs which are in fact
considered in different reports.

Basically in the health management systemaese to disasters, two domains have been identified

for the evaluation of the performance, one relative to the Emergency Medical Systems in the field and
one relative to the Hospital Response, usually referred to as Hospital Surge (see D1.3 for more
detailed description of Hospital Surge).

In the Hospital setting, disaster metrics in surge capacity have been addressed by Bayram (2010) with
KPls identified as thanaximum number of critica]l T 1 , firedd according to
moderate( T 2, fi ycaslialties wwhjch a hospital can take care of per holtis index is
expressed as HACSC (Hospital Acute Care Surge Capacity), and in the results reported for a major
Hospital in Texas it was estimated to be 7.1 cph (casualties per hour) with a 1@ rBtid 2.

A simple graphical method for quantifying disaster management surge capacity using computer
simulation and process control tools has been described by Franc. In this case, the authors derived the
KPIs from simulations repeated 62 times andlibechmarks for Emergency Department Response
were derived from these simulations. The standards that were defined were successively validated by
simulation of other students whose results were compared to the standards obtained in the derivation
phase.n this case the KPIs weRatient Volumecomposed of more detailed indices suchwasber

of patients to be triagedssigned to roomassessed by a physiciaischarged antdength of Stay
composed ofnedian time to triagetime toroom assignmentime to physician assessnigiime to
discharge.

Ingrassia (2013) has published a Disaster Simulation Suite (iNovaria, Novara, Italy) which is a
computerized system to evaluate training in case of simulation exercises of mass casualty situations.
The system tilizes as benchmarks the key times in tRee-Hospital phase (time to first triage, time

to first move, time to treatment, length of stay in the scene) and iHdbgital phase (time to ED

triage, time to first medical assessment, emergency departergih|of stay). These KPIs are

derived from those proposed by Gré2003)for evaluating disaster drills in developing countries.
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3.2.3 IMPRESSALIDATION FRAMEWORKDBENCHMARKING
The evaluation frameworkasa doubleobjective On one handt aims at minimizing the gap
between the useequirementslefined in work packag#é and thedesign andmplementatiornof the
IMPRESS solutions akeyresult from workpackage2, 3, and4. On the other hand litas theaim of
demonstrahg IMPRESS to possible final useduring a reaéxercise The evaluation methodology
follows an iterative processvhere improvements and modificatiosiseach stewill lead tothe next
version of theproduct converging towards a configuration tHatfills the needs ofhe users and
stakeholdersWe will follow the approach of evaluatingdPRESS and more inspecific eachits
subcomponenfcommunication platform, data warehousifidSS subcomponenjsduring a reallife
exerciseandduringa table top demdrhis will allow usto demonstite the IMPRESS interoperability
and functionalities to the engsers in their real environment and give -esds a chance tassess
the addedalue of IMPRESS.
The first validation test of IMPRESS will take place during the Palermo Demo; (fugher
information about the IMPRESS contribution to the functioning of an emergency response system
will be gathered during the Craebsrder (tableop) demo.
The test and evaluation process taking place during the Palermo Demo will try to address the
following two different aspects:

9 find inconsistencies and unintended bugs (more related to technical aspects)

1 get feedback about the usefulness of the platform (more related tiotéhaction user

platform)

While the first aspect is important for bug rejpug, the second aspect has relevance for

improvemers in IMPRESS usability and usefulness.

Regardingvalidation,the objective of the live Palermo Demo will be the assessment of the relevance
for the end usersf the IMPRESS components and their featucé the system aswhole, andof the
functionalities it aims to deliver. It should ideally be done through statistical comparison of KPIs
collected during parallel, randomized, prospective, blind testing procedures, one including IMPRESS,
the other exalding it. This is however impossible to do, also because of the impossibility of repeating
the same live regiowide exercise with and without the use of the IMPRESS platform. For this
reason ammd-hocvalidation assessment will be conductEgploiting the fact that grototypesystem
will be readyin time for the exercise the validation during the Palermo Demo will be based on the
following elements
1. A group ofhigh-level external expert evaluamris being identified who will help with the
contents andmethodology of the validation process. In particular, these evaluators will
contribute to the target criteria and with the questionnaires to be administeredqusie.
2. A number of professionals, representing the several specialties involved inrthgament of

the crisis and in the preparation of the software tools for it, will participate in the demo as
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observers, dislocated at different points (on the field and at decisional stations) and will
annotate the main functionalitglated issues.

3. A UserOriented questionnaire (see Appendifor a current draftwill be administered to the
users of the System immediately after the end of the demo

4. A set of quantitative, automaticaliecordedbenchmarks has been defindthey will be

collected during theema

The Users are persons workiag) thetactical/operational level as well as strategic level il
belong tothose organizations involved ihe response ta similar crisis, should it happenThe
Observers will represent the many diverse probesdiexpertise involved in the planning, realization,
implementation and use of a crisis management support systentvRluatorsvill be seniorpeople
working in different organizationsexpers in crisis management from different countriddy
structurng the evaluation panels in this way, the Partners count on gettingumdjty feedback from
complementaryperspectives. This procedure will allow the IMPRESS platftonbe adapted and

tailored, in the remainder of the project, accordimthe needsxpressed and criticisms received

The guestionnaigeto be administered wiflather information about

Usefulness of IMPRESS in the execution of important functitumig the crisis
Compatibility with procedures

Usability

Shortcomingsand dysfunctions

Theperceived efficacy of the system

Limitations occurringn the use and in the functionalities

=A =4 =4 =4 4 -4 4

Suggestions for possible improvements

The contents odll Questionnairewill be finalizedwith the help of the domain experts in the

Evaluation Committee.

The questionnaires will represent the main instrument to gather feedback from theaoders
evaluators However further formal or informakurveys will be conducteds necessaryn order to

further define needs and suggestions sunctessfully translateser feedback into further technical
specifications.

The Analysis of questionnaires and the Benchmarking for the Palermo demo will be discussed in
section 7. Following this evaluation process, the-esel feedback as well as the evaluatoserver
feedback will be discussed and prioritized among the partners and a list of actions, focused on solving
problems and filling gaps, will be planned in order to achieve a better IMPRESS performance in the

final version of the platform.

16



T IVRERESS Grant Agreement No.608078

Moreover the functionaltrelated issues will try to identify the following shortcomings:
9 uncorrected errors or unsolved issues
1 errorsin the data structures
1 unsatisfactorylata presentation
1

errorsin system behaviour or performance

The second validation test of IMPRESS wadl performediuring the Cros8order table top exercise
which will take place in Sofia at the partner KBRS premises.
The tests and evaluation processes during the table top exercise in Sofia will try to address the
following two different aspects:
9 find inconsistencies antesidualbugs (more related to technigaloblems,if any are still
presengfter the Palermo Demo tests)
1 get feedback about the usefulness of the platform fromegiresentativetakeholderivited
from the different national, regi@l and local authorities responding in cases of emergencies
in Bulgaria and Greece
The first aspect is important fdinalizing the software platforpthe second aspect a@ro provide
information aboutpossibleimprovementsn usability and usefulnesst national, regional and local

levels.

The validation procedures planned for the IMPRESS platform are going tonokictedby the
invited experts from the different ministries responsible for reaction in cases of emergency in Bulgaria
and Greece. The gups invited will be as follows:
1) An Evaluation Committee composed of representatives of thiénistries of Health of
Bulgaria and Greece pltise Crisis Management and Disaster Response Centre of Excellence
(CMDR COE, http://cmdrcoe.org/index.php}) An ObserversGroup composed of experts
from the field of Emergency resporaithe Ministry of Interior andat theCenter for reaction
to crises.
3) During the table tagrained usersof the IMPRESS platform will have different roles and
following the predéned scenario for emergency announcement will monitor and implement
the tools tested from the IMPRESS platform.

For more detail on the validation procedures please refer below to section 7.

Theevaluationprocesssupports a continuing improvemedramework, depicted in figure 1:
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User Requirements
gathering -

ITERATIVE PROCESS

IMPRESS
tested in the
Scenasio Use Cases

Functional requirements
of IMPRESS

Feedback from
End Users
User-Questionnaires

Feedback from
Evaluators/Observers
bserver-Questionnair

A
N\

FIGURE 1. THE EVALUATION T IMPROVEMENT PROCESS

Starting from the gatherager requirements, the set of Functional (and consequently Not Functional)
requirementsareidentified and the IMPRESS solutids designediccordingly. The functionalities of
IMPRESS will be tested in the live Palermo demo and feedbacks from both the user perspective and
the Evaluators/Observers perspective will serve to identify gaps and update; amuihtegrate the

set of Functional and Not functional requiremeiitsis will lead to a new version of the IMPRESS
solution, whichwill then be evaluated in the Creberder Demo. Feedbacks from this demall

point to the changes which will be introdutin thefinal version of IMPRESS.
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4 IMPRESSUSERROLES AND FUNCTIONAUTIES AND
IMPRESSUSERREQUIREMENTS

This section has the purpose to identify the Heylel specifications of the IMPRESS Platform
starting from the collection of the requirements frond-asers and stakeholders. The section starts
therefore bypresentingdescriptions ofthe actors (the possible IMPRESS usdtging a mass
calusalty incident along with their rolg, astheyresult from deliverable D1.3, where the HEMS has
been presenteend analysed. ThiSection continues by describing theocess forcollecting and
analysingthe user requirementisom which the set of specifications for the IMPRESS architedésure
derived Specifications arelescribed in natural languadieom the enduse® gerspective, in terms
ofthoseexpected and mandatofynctionsdirected to satisfyiser needs and fdl the gaps between
currentstate of art andescribedesideratan the management of a crisis event.

What follows is mainly based on inputs gatek during thelst Stakeholders Advisory Group
Workshopheld in Rome or23® and 24thof July 2014(details of the meeting with participants and
program are reported in deliverable D7.1 and can be found also at thehtliok/fp7-
impress.eu/index.php/newsf1gtsag Appendix Al reports the list of the SAG members along with

their affiliation and position) through questionnaisemitted to the participantsurther information

has been obtaed duringthe ad-hoc usability session planned duriting first technical meetinigeld

in Athens on 5th and 6th March 2015, and from subsequent interviews and conversitions w
Emergency Care professiosa(mainly B.G. lannis Galatas and Prof.s Dani€ei and Sabina
Magalini from Catholic University Dept. of Surgeiry Rome) who have longstanding collaboration

with some of the Partners (respectively with Kemea and CNR).

4.1 IMPRESBSERS ROLE AND PRBEFI

In Deliverable D1.3 the profiles of users actingiMass Casualty Inciderdlong with their roles and
functions are defined. The common scheme of the chain of command for a generic mass casualty
incident is represented in the following table. Thé al i an fAschemed is reporte
for a drect comparison with the Organizations involved in the Palermo Demo. The flow of operations

starts from the top level of the chain to the operators on the field level.
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Scenario: generic mass casualty incident

Role

Description

e.g. in Italy/notes

High level command

Representative of the Political Authority
local level; this figure is not directl
involved in emergency management,
has the authority to solve coordinati
issues

Government authority 3
Provincial level (Prefetto; if
Italy there are 109
Provinces)

Local Coordination
Unit (on site)

Members are identified once the event
scheduled. They come from all the agenc
involved (EMS for Healthcare).

The Unit has the full responsibility t
ensure readiness and to coordinate
response (out of the hospitals). Eag
member contacts his/her Agency
mobilize needed resources

Members come from EM]
(118), Fire Brigade (Vigili
del Fuoco) and Polic
forces (in ltaly different
police forces, e.g. Stat
Police, Carabinieri or Locg
Police) areresponsible for
the same duties in sug
contexts)

CCS (Casualty
Clearance Station)

It is located at a safe distance away from
incident, to safely manage casualt
delivered from the scene. It serves as a p
for secondary triage and for provisioflife
saving treatments to safely package
casualties for transport to hospital.

On site manager

Coordinates prfiospital response in th
field. He/she is in contact with the Loc
Coordination Unit to provide informatio
and to get instructions.

In many EU countries thi
is a manager from the EMS

EMS (Emergency,
Medical Service)

Agency that coordinates every medi
emergency intervention outside t
Hospitals in a given territorial area.

It has a call centgy has visibility and
command on all avkible resource
(transportation and hospital capabilitie
both public and private (volunteer)

In Italy EMS has regiong
responsibility. Call cené&r
number is 118 (it will soor
become 112)

Hospital Emergency
Management Unit

Multifunctional Unit that eachHospital
activates in case of emergency. It |
responsibility on the Hospital resources
is in contact with EMS

In each ltalian hospital th

Unitds role

PEIMAF (Piano di
Emergenza Interno  p¢
Massiccio  Afflusso  di

Feriti), the interal Protocol
for the management of ma
incident situtations

Hospital Disaste

Manager

Coordinates hospital response on the fi¢
He/she is in contact with the Hospit
Emergency Management Unit to provi
information and to get instructions.

Medical Docobr, activated
according to the PEIMAF

Communication

Officer

Officers in charge for communications wi

media and public information roles

TABLE 1. CHAIN OF COMMAND INA MASSCASUALTY INCIDENT

20



T IVRERESS Grant Agreement No.608078

Different organizations are there#oinvolved in a crisis Scenario and while tain objective of
IMPRESS is that of supporting decision making for the Health Emergency Seivalsoconstitute

the mediunfor facilitating coordination and cooperation among the different organizaigesties.

The necessity of a tool supporting riate data exchange and horizontal communicaisociearly
identified, as it will be presented in the sequelthe analysis othe wser requirementsSince,
however, the target domain of IMPRESStl& Energency Medical Servicahe involvedroles,
functions and related interactioase briefly outlined below (and are presented in greater detail in
D1.3). From these roles, functions and interactions the functional requirements are derived, which
need to beddressed by the system design

Schematically the Emergency Medical Servi¢g€dS) processes can be described as a chain
consisting of four major links: an emergency medical call and dispatching center (EMC&D), on site
(pre-hospital) medical care (OSMC)nedicalized transport (ambulance service), accident and
emergency department of a hospital (A&ED).

The need has emerged from the analysis in D1.3 that the IMPRESS system has to provide access and
services/functions to the following types of users:

- Registered User (RU):A RU is an authorised user which maintains a user profile in
the | MPRESS platform and has access to |
access policy model. There are two main roles that a RU can have:

- Expert User (EU): An EU is the mai beneficiary and the primary user of the
IMPRESS platform. The EUs include users such as the medical coordinator, the
medical staff (doctor, nurse), coordinators of agencies in the field etc.

- Platform Manager (PM): The PM is usually a developer with pession to manage
the internals of the system and ensure IMPRESS efficiency and seamless operation.

In order to define the main User Roles that will be supported by the IMPRESS Platform the
resul ts f-rGeneric Rdalth.EBergency Management System (HEB) and common
organi sational frameworko are wused.

The table below reports the IMPRESS user roles with respect to the level classification.
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Level User Role User Role (level 2)

Gold Crisis center

Public Health Agencies (public

health)
Silver Emergey Medical Dispatch
Bronze Pre-hospital Field Responders

Incident Commander (team)

Emergency Departments

TABLE 2 - THE IMPRESS USER ROLES THAT WERE DEFINED DURING THE 1°" TECHNICAL MEETING

The user roles above are fuetranalyzed on the basis of the corresponding agency/organization. The
descriptions have been derived from the results of deliverable D1.3 and are presented in the following
table.

User type | User role Main functions Agency/Service | Privileges

EU Triage Oficer Person who performs the firjf OSIMS Full access
survey of the patients and prima
triage, dividing patients accordirn
to different needs (immediat
transportation, immediat
treat ment , é)

EU On-Scene Medica| Continuously contacts RMCCoif | OSIMS Full access
Coordinator reporting from the scene; identifig
the needs to manage the incide
requiring  prehospital  teams
ambulances, helicopters; organiz
patient transport towards hospital

EU Ambulance Loading Being in contact with RMCC| OSIMS Full access
Officer distributes patients amon
hospitals, reporting patier
information (demographic an
physiological) and reports t
OSMC the needs for ambulances

EU Ambulance driver Person who drives the ambulancg OSIMS Limited
access

EU Ambulance care assisit | Provides basic life  suppo| OSIMS Limited
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functions access

EU Site Medical Team Has the major role of treatin OSIMS Limited
patients in the field and of labelin access
patients according to th
appropriate triage codes. Person
must report to and receiy
directionsby the SMO.

EU RMCC dispatcher Coordinates at regional or at croy RMCC Full access
border level the deployment
resources

EU HRCC dispatcher Coordinates at national level HRCC Full access

EU Accident & Emergency Physical layout knowledge ar HICS/HMS Full access
Department reporting
OPERATOR/Switchboard
Supervisor

EU Medical coordinating Assumes the medical command| HICS/HMS Full access
Officer the A&ED

EU Nurse in Charge/Medic if They activate all the alarms ar HICS/HMS Limited
Charge procedires in the emergeng access

situation  for an  effectivg
functioning of the Hospital

EU Triage team  (Triag§ They apply wrist bracelety HICS/HMS Limited
Officer, nurse and clerk) | annotate relevant patie access

information and distribute patien
to the appropate treatment areas

EU Emergency Responder | The first medical person at th HICS/HMS Full access

hospital taking care of the patient

EU Security Manager Takes responsibility for th{ HICS/HMS Full access

security procedures

EU Rdatives Coordinator Searches for persons and matc| HICS/HMS Full access

persons to family code

EU Administration staff Ensures that all casualties of a N HICS/HMS Limited

are registered on arrival in t access
emergency department and that

information on  casualties

collected

EU On-Scene Policg Coordinates police action on ti POLICE Limited
Coordinator ~ (OrScene| scene access
Police Commander)

EU Fire Incident Commandg Coordinates firemen action on tl Fire and Rescue | Limited
(On-Scene Rescu| scene (resce , fire, € access
Commander)

EU Emergency Medical Gathers information related | EMERGENCY Full access
Dispatcher medical services, providg CALL &

instructions and assistance by vo| DISPATCHING
and dispatches EMS resources | CENTER
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EU Coast guard Dispatcher | Dispatches resources COAST GUARD | Full access
PM System operator System Operator under dire Full access
responsibility of Director of
Regional Department of Civ
Protection

TABLE 31 STAKEHOLDERS AND USERROLES

The above roles and functions need to be supported by the IMPRESS technological solution through

definition and assignment of user roles and profiles, types of agencies, and types of
interactions/functions among user roles and agencies. Thigs lectually not definitive, because
adaptation of the IMPRESS solution to better capture the prospective needs, which will emerge from
the planned application of IMPRESS to the lasgale live Palermo demo, may determine the

addition or modification o$pecific user profiles.

4.2 USER REQUIREMENESBIGINEERINGPHASE 1 - STAKEHOLDERSVORKSHOPSAND

INTERVIEWS

The user requirements engineering process consisted of a phase of organizing user and stakeholder
workshop to present the IMPRESS vision and thragyugdstionnaires gather their feedback on current
needs and limitations that need to be addressed by the IMPRESS solution. Additionally, a number of
personal contacts and interviews with relevant stakeholders took place to acquire better knowledge as
to theuser and domain needs. The analysis results are thus based on data collected through responses
to questionnaires, administered to the SAG members (App&rdieports the list of participants and

their membership organization) during the Rome SAG workshiog on subsequent interviews
conducted by different partners of the consortium with their local experts, involved in the response
and management of Mass Casualty Incidents. The aim of the analysis is that of extracting from the
guestionnaire responses udemain needs and formulate both Functional and Non Functional
requirements for the envisioned IMPRESS solution, in order to addcesise greatest possible

extent key needs identified by Users and Stakeholdayghis aim, an overview of the projegts at

basis of the process: a formal invitation letter including information about the pfAmmndixA3)

was prepared and sent to the participants and a preliminary presentation of the project highlighting the
rationale, the context and the object$MPRESSstarted the SAG meeting.

The Questionnaires were structured in such a way as to gather information at three levels:
Operational, Dispatch and Crisis Management Cg{ppendix A2) This was in accordance with

the schematic organizational framewaf the health response as described in D1.3. From D1.3,
indeed, three major levels of coordination of the emergency health response can be distinguished,

corresponding to different functional responsibilities, which are:
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a) ifbronzeo: o p esceaeldva respdnsibflity level,d (Ogemtional level)
by isilvero: intermediate tactical coordinati on
c) igol do: political, strategic coordination | e\
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4.2.1 ANALYSIS AODPERATIONAIEVEL

The Operational levak the levelin which all the activities are directed to control and organize the
resources on the scene as well as the activities performed by the Organizations participating to the
crisis response at the scene. A commander or representative from eablednresponder
(Organization) is present at the site of incident with his/her own staff.

Before proceeding with the analysis at this level, responses about key needs were aggregated in 26
categories in order to have a more homogeneous set of requirements

In the following diagram we report the frequencies of the identified key needs.
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FIGURE 2. FREQUENCIES OF THE KEY NEEDS AT THE OPERATIONAL LEVEL



The most frequent key need at the Operational level is information redatieel humber of casualties

with the associated pathologies and triage class. The second most frequent key need was related to the
capability to communicate internally (between people from the same Organization/Agency) and with
other Organizations/AgencieAnother key need which emerged at the Operational Level (but not at

the Dispatch level, see below) was related to the knowledge of the Emergency specialties present and
needed at the scene. An interesting key need was also a Scenario generator aoahfgpr tr

Five out of 14 subjects (35.7%) responded that there are existing software tools that support the key
needs displayed in Figure 1. The satisfaction of the users with the available existing tools and
software (with respect to their ability to adssehe prespecified key needs) is on the average 3.2 on a
scale which goes from 1 (fully unsatisfied) to 5 (fully satisfied).

A question was asked to understand wHiahctionsIMPRESS should have in order to address the

user key needs. The requirememie r e cl assi fied in AWay to input
AEIl abor at i onrbe ableklowiréports the answers. Not all users responded completely

to the questions; two subjects limited their requirement by asking to have a system capaiiteto

AEl aborationsd without any specification.

Way to input data Way to show output Elaboration Other

Simple system for Common devices Qualitative analysis Possibility to

accounting for victims (smartphone) should be perform Inter
used agency trainiig

Drones for helping to The Output should be in  Elaborations should be Easy to install/use
get an overview of the terms of graphics, number: presented by means of
scene and percentages Graphics

Simple: the way to TheOutput should be Simple backup means
input data should be accessible everywhere should be available
user friendly

The System should  System for victim Elaborations should
increase Interagency Localization also be possible for less
cooperation trained users

Vocal Data Entry

Automaed Data Entry

TABLE 4. REQUIREMENTS IMPRESS SHOULD HAVE TO SATIS FY KEY NEEDS AT THE OPERATIONAL LEVEL

Userswere also asked to express how much IMPRESS would be useful in satisfying the user key
needs if their requirements veeimplemented. The average score was equal to 4.4 on the same scale
as before.

Users were also asked if SOPs addressing the key needs already exist: 9 subjects (64.3%) answered
positively and their satisfaction with them was in average 3.5. Moreoverj@csub0%) asserted

that existing SOPs should be improved to better address the above key needs. In particular they
requested a better interoperability, also in terms of data transmission, and standardization (same

procedures for different teams). A needs expressed for training and exercise, for better-inter
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agency coordination and triage as well as for stricter execution of the procedures. A last question was
asked to understand how much IMPRESS would be of help if the SOP requirements were
implementedby IMPRESS at both National Emergency Management level and Cross Border

Management. Average satisfactions were 3.8 and 3.6 respectively.

4.2.2 ANALYSIS ADISPATCHEVEL

The Dispatch level is the link between what needs exist/are identified in the fieldhahdesources

are available strategically: the role of the operators at this level is to distribute (dispatch) available
resources, allocating them optimally.

Before proceeding with the analysis, responses about key needs for this level were aggr&dated in
categories. The most frequent key needs at the Dispatch level are information about the Type and
Location of the Incident, the number of casualties with the associated pathologies and triage class,
information about the scene (conditions of the roaddfidss and ways to access the site of the
accident as well as possible further hazards involved). Other important aspects are related to the
knowledge of the quantity, position and operational status of available resources as well as of the type
of availeble Hospitals in the surroundings.
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Key Needs at Dispatch Level
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FIGURE 3: FREQUENCIES OF THE KEY NEEDS AT THE DISPATCH LEVEL



Eight out of 14 subjects (57%) reported that there are existing software tools that support the key
needs displayed in Figure Zhe satisfaction of the users with the available existing tools and
software (with respect to the ability of such tools and software to address -#epited key needs)

is on average 2.86 on a scale which goes from 1 (fully unsatisfied) to 5 (tiglesh.

A question was asked to understand which requirements IMPRESS should have in order to address
the user key needs. The requirements were cl ass
AEl aborationo and @ Ot hhe anéwers. Nbt all usees bespended edmpletelyr e p o
to the questions; one subject gave a generic response, requesting to have a system capable to perform
AEl aborationso.

Way to input data Way to show output  Elaboration Other
Data sensitivity: inputiata shalld Simple Software: the Qualitative analysis  Focus on
assigned a level of sensitivity software should be important
based on who should have acce:! easy to use Issues

to them

Practical for all countries: data  TheOutput should be Elaborations should
should be input in the user home in terms of graphics  be presented by

language and printed material means of Graphics
Simple: the way to input data The Output should be Simple backup mean:
should be user friendly accessible everywher: should be available

Every day use: the platform
should be used habitually
Examples of the required data
format inside the form fields,-in
|l ine instructic
Manual Data Entry

Short (Efficient): data should be
input quickly so that the user can
complete the taske a short time

TABLE 5. REQUIREMENTS IMPRESS SHOULD HAVE TO SATIS FY KEY NEEDS AT THE DISPATCH LEVEL

Users were also asked to express how mWIPRESSwould be useful in satisfying the user key

needs if their requirements weraplemented. The average score was equal to 4.2 on the same scale

as before.

Users were also asked if SOPs addressing the key needs existed and 9 (64.3%) subjects answered
positively, their satisfaction with them being on the average 3.7. Moreover 6 subjec®%)

asserted that exiting SOPs should be improved to better address the above key needs. In particular
they suggested, for a better response to possible events, more training and practice and the
compilation of a Memorandum of Understanding.

The last question was addressed to understand how much IMPRESS would be of help if the SOP
requirements were implemented by IMPRESS at both National Emergency Management level and

Cross Border Management. Average satisfactions were 3.75 and 3.71 respectively.
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4.2.3 ANALYSIS ACRISIMANAGEMENTEVEL

The Crisis Management level is the uppermost decisional level, where strategic planning aims at
making the necessary resources available for operation (or at least, for making available the largest
possible amount of reacces).

In the following graphic we report the frequencies of the identified key needs at this level:
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Key Needs at Crisis Management Level
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In this case 22 categories were identified to regmethe key needs at the Crisis management level.
The most frequent key need was information related to the number of casualties with associated
pathological conditions and triage class. Other most frequent key needs were information about
possible othehazards as well as the necessity of a tool for decision support. Important key needs
were also the possibility to have a system for -it&@a collection and a system which facilitated
internal communication and communication with other agencies.

Concernig the existence of software tools supporting the key needs displayed in Figure 3, 3 out of 14
subjects (21.4%) responded positively. The satisfaction of the users with the available existing tools
and software with respect to their ability in addressiegatespecified key needs is on average 2.5.

At this level few requirements have been specified about what IMPRESS should offer in order to

address the user key needs. The table below reports the answers.

Way to input data Way to show output Elaboration Other
Automated and Manual Common devices (smartphone) should be
Data Entry used, need for Apps

The Output should be graphical

A set of possible Output formats should b
available

Interoperability

TABLE 6. REQUIREMENTS IMPRESS SHOULD HAVE TO SATIS FY KEY NEEDS AT THE CRISIS MANAGEMENT LEVEL

Users were then asked to express how much IMPRESS would be useful in satisfying the user key
needs if their requirements were implemented. The average score was equal to 4.4.

Again Users were asked if SOPs addressing the key needs existed and also in this case 7 (50%)
subjects answered positively and their satisfaction with them was on the average 3.4. Moreover 4
subjects (28.6%) asserted that existing SOPs should be improveettér address the above key
needs. In particular they requested for better collaboration, data collection, sharing and analysis as
well as for training of first responders. A last question was asked to understand how much IMPRESS
would be of help if tB SOP requirements were implemented by IMPRESS at both National
Emergency Management level and Cross Border Management. Average satisfactions were 4.3 and 3.5

respectively.

4.2.4 THE IDENTIFIED KEYBDS

Table below reports the list of all the identified kegeds in relationship with the three levels of
management (Operational, Dispatch, and Crisis Managentawoth the results reported above, it

emerges that there is a superimposition of key needs with respect to the three levels of activities.
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: : Crisis
Key Need Coca Key Needs Operational  Dispatch Management
K1 Accessroad stateraffic 3 3 3
K2 Datainfo collection 3 3 3
" —
K3 PPE Availability 3
K4 Systems easy to handle 3 3
Emergency specialties present a:
K5 needed 3 3 3
K6 Exact location 3 3 3
K7 Data Analysis/Forecasts 3 3
K8 Hazards involved 3 3 3
Internal Communication and with
K9 other Organizations/Agencies 3 3 3
Location and Types of Hospitals
K10 available 3 3 3
K11 List of evacuation cergs 3 3
K12 List of resources and allocation 3 3 3
Logistic points (water, food, fuel
K13 station, boards) 3 3
M
K14 aps 3 3
Number of casualties and
K15 pathologiedriage class 3 3 3
K16 Other issues 3 3
K17 Ratio of resources/victims 3
K18 Robust Systems 3
K19 Scenarios for Training 3 3
K20 Implemented SOPs 3
K21 Support to decision 3 3 3

Systems providing only needed
K22 Information 3
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K23 Technology in daily practice 3

K24 Time of event 3 3 3

K25 Type of incident 3 3 3

K26 Visualization ofthescene 3 3 3
Monitoring Scial Network-

K27 Media 3 3

K28 Visualization transport/Destinatio 3

K29 Weather 3 3
Which resources needed for

K30 casualties 3

K31 International Cooperation 3

K32 List of Health disaster managers 3

Systems with different levels of

K33 acces 3

PPE: Personal Protective Equipment

TABLE 7. KEY NEEDS

4.2.5 BEND USERS REQUIREMENEXTRAPOLATION
From the identified key needs and responses to the questionnaires as well as conducted interviews, a
series of User requirements welerived. They can be grouped in eight distinct categories.

1. Information management the system should have the capability to collect and share
information but should be able to provide selectively the needed information. The main
required information isalated to the number of casualties and their pathologies, to the
location and type of incident, to the hazards involved in the scene, to the access road, traffic
and weather conditions as well as to emergency specialties present at the site of incident.

2. Communication: the need for better communication among members of the same
organization/agency as well as among differenganizations/agencies emerged as an
important issue in the management of a Mass Casualty Incident. A faster communication
including daa exchange appeared to be an important requirement for a more efficient
response. Also communication over a wider spectrum, involving Social Network and Media
seemed to be an important issue. The possibility to use IMPRESS to improve international
communi@tion was also required.

3. Resource Managementrequirements about the list and dislocation of the resources with the

ratio resources/victims, the list and localization of Health Structures (evacuatioes camdr
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4.

5.

Hospitals) as well as logistic points (watfood, fuel stations) emerged as a key point in the
preparedness and response phase to major incidents.

Graphical User Interface (input/output, elaboration): by analysing the feedback from end
users, some general requirements emerged in terms of umputfoand elaboration
requirements that have to be satisfied by the IMPRESS solution:

1 The way to input data should be simple, efficient and quick: vocal data entry and
Automated Data Entry should be envisaged, even if manual data entry also emerged
as a neessary requirement

9 Output should be given in terms of coted Graphics, numbers and percentages.
Different way of accessing output are required (printed format, simple backup,
accessibility from different locations)

1 The system should be simple, intu@ivand easy to install and use also by-non
technical people. Forms to be filled out should includdin@ instructions and
examples of the data to be inserted, with the corresponding format

1 The System should be used during normal daily activities anddsheyroposed in
the user's own language

1 The system should provide maps and visualization of the scene, with victim
localization, resource localization, visualization of transport/destination

Training : from the analysis of the questionnaires, also iatieh with the satisfaction and/or
dissatisfaction with existing SOPs in crisis management, a need emerged for training, exercise
and practice to achieve better intand intraagency coordination as well as for a better
victim triage. In this regardhe presence of aimulation tool emerged as a relevant issue.
Possibility of training with different Crisis Scenarios, where victims and environmental
situations are simulated to mimic a real event, was specifically mentioned as a requirement
for the system. The need forscenario simulations emerged both at Operational (with
particular training addressed to first responders) and Crisis Management levels.

Decision Support tool the need for support to decisions appeared to be a requirement at all
three analged levels. IMPRESS should provide, at least, a data analysis and forecast
component as well as indications on which resources are needed for the casualties.
Smartphone App: a requirement that IMPRESS should satisfy, in order to address the user
key needsjs the possibility to run on a common device, such as a smartphone, with an
appopriate App for input/output information visualization. The App should be able to give
information about the type and localization of the incident, to allow input and outpataof
related to the number and type of injured people, to list the amount and localization of
available resources (logistic and medical care facilities), to inform about the availability of the

health emergency units on the scene, to facilitate-iaind inter-agency communication, to
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visualize the incident scene, to give support to decision. The smartphone should be able to
interface with medical devices and equipment, in order to guarantee automated collection of
data related to patient status.

8. System Accessibility: a requirement that the system should also satisfy is related to the

sensitivity of the information shared. The system should guarantee different levels of access.
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4.3 USERREQUIREMENTENGINEERINGPHASEZ - THE AFFINITY DIAGRAM

User requiremats gathering and analysias an iterative processpntinued during theMPRESS 1
Technical Meeting, which waseld on 5th and 6th of March 2015 in Athens. Timeeting was
organized by the consortium in the framework of Weackage 2 IMPRESS Systen$pecification

and Design. During the first day of the meeting a usability session took place in order to further
analyse theuser requirements gathering process, which had started during the first SAG nreeting
Rome and to define, starting from those uggments, the functional and néumctional requirements

of the IMPRESSplatform. Besides the technical partners,-esdrs and stakeholders from Italgd
GreeceBr. Gen lannis Galatas, Prof. Daniele Gui, Prof. Sabina Magakleike invited to particigte

and to revise and integrate the user requirements already collected. In order to make the process
independent from the firsphase(questionnaire administration), the session was carried out by
adoptingthe method of the affinity diagram&n affinity diagram is a business tool used to organize
ideas and dat&articipants to the meeting were asked to write down ideas on pieces of papers. All the
notes were collected, read and grouped in order to make connected ideas Avittenend of the
processhree categories of ideas were identified and an appropriate heading was chosen for each of
them:

- User interfacefront end (mainly related to the GrapdlicUser Interface content and
information management and data collection)

- Core datainfrastructure (maily related to the DSSngine information management,
communication, resource management, system accessibility and further characteristics not
derived by questionnaire analysis)

- Data (mainly related to which data should be collected and by whom)

Ideas inthe three groups were then categorized according to more refined concepts or requirement
categories. Results from the above procedure are summarized in the following table, and along with
the key needs from the previous sections constitute the basieftMBRESS Functional and Non

functional requirements specifications.

4.3.1 AFFINITY DIAGRAMS ®&JORIES

The table below regpts the requirements collected. In the first column a code has been chosen for
each sukategory in order to make more immediate any iplesseference to the requirements listed

in the bulbles both in the present document and in the related subsequent deliverables.

~User Interface/Front end

Requirement Description What IMPRESS should provide

categorycode

ADUI1 Coordination and - generation of an alert
commuication feferring to
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actions that may concern tt
coordination of an incidept

call of a specific agency

request of resources from a specific agency
communication inter and intra agencies
automatic message prioritization

centraized info repository with real time victin
triage accessible from multiple users

need for pecial means and equipme
(excavation of casualties)

need for special medical expertise

ADUI2 Data input and information
gathering

type of event,

event location

access road

traffic condition

weather condition

effect of disaster on infrastructu
(primary/secondary infrastructure involved)
effect of disaster on people (number of victi
and type of injuries)

victim photos

victim vital signs

patient triage

ambulare status: available, alert, departure,
the way, arrival, load of patients, departure for
hospital, on the way to the hospital, drop patier|
automated input

ADUI3 Visualization of available
resources

bed availability in specific hospitals
currentlocation of resources in maps

colour coding for availability/not availability o
the resources

ADUI4 Personalization of the Use
Interface (referring to the
customization of the Ul base
on the user role)

user language
information accessibility

Core data infrastructure \

Requirement category| Description What IMPRESS should provide
code
ADCI1 DSS timeline output
support/recommendations timeline input (bed availability, equipment)
(referring to the support t source location probability from fiels
decision with the generatio observations
of recommendations to th spatial distribution probability
coordinator of the incideft forecast of available health resources (b
human and material, in the hospital and on
field)
forecast of the physiologicaltatus of each
victim
recommendation on which resources
needed for the victims
recommendations on resource allocation
ADCI2 Incident management an track of the incident lifecycle
interoperability (eferring to management of resources
the management of inciden assignment of resources
focusing on interopergbilit) real time data exchange
of agents and eattime multiple agencies with their own functions
communication ang interoperability among different agencies
coordination) tracking of victims
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- commuication and data exchange betwe
terminal and mobile devices

ADCI3 Data management gferring - management of crowd sourcing

to the process of dat - data gathering from the field

homogenization and dat

harmonization)

ADCI4 User management - define userale

- user authentication

- user authorization

Requirement category| Description What IMPRESS should provide
code
ADDT1 Data providersrgferring to - Medical and normedical persomel (volunteers)
the specific data provider: on the field
who will provide data?) - Hospital
- Social media
- Fire fighting
- Police
- Meteaological?
- Geography?
ADDT2 Data security/privacy ant - protection of information (privacy)
confidentiality ¢eferring to - personal and sensitive information
legal requiremen}s - anonymization of grsonal care

4.4 FROM THREJSER REQUIREMENTSTREFUNCTIONAL ANNONFUNCTIONAL REQUIREMEN
OFIMPRESS

IMPRESS will be designed and implemented with the purpose to support decision makers during the
response phase in different types of mass casualtgleints, as already analyzed and categorized
according to the scope criteria of IMPRESS in D1.8. According to this categorization,
recommendations have been derived on scoping and focusing further work of IMPRESS in terms of
concrete and exemplary Scenarigeucases definitions in the three broad threat categories of the
IMPRESS scope: HAZMAT, trauma and biological event, that will be used to conduct pilots (for the
first two cases) and simulations (for th& 8ne) and test the IMPRESS solution in effeciivel
handling all. For the HAZMAT category, a concrete and detailed Scenario is defined in the sequel,
called the Palermo Scenario, depicting a fire on a ship near the harbor of Palermo, while for the
trauma category, another such scenario has been defittesl sSequel, called the crelserder Greek
Bulgarian scenario, depicting a flood and an earthquake. For the biological event category, the
Anthrax Scenario Use Case is defined that simuladesovert aerosolised release of the causative
agent of inhalatinal anthraxinfecting a significant number of persons, demonstrating thus the need
for the localization of the source of infection, and subsequently the need for a DSS engine facilitating

such a function.
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In Section 6: Scenario Use Cases, a set ofssgario high level elements (for the identified
Scenarios) in terms of actors, functions and interactions are presented in more detail with the aim to
extract further more concrete functional and -fiamctional requirements to feed the design of the
IMPRESS system in WP2.

It is emphasized that IMPRESS can be used both in the situation of mass casualty incidents and for
the management of smaller real events not involving such a large number of casualties, which implies
that the generality of its functianl i t i es wi |l |l all ow | MPR&6Betl oebent:
IMPRESS will be indeed designed with the objective of supporting crisis management processes in
different countries (Europe in particular, adopting the European Health Management Service
structure), improving communication within and between organizations; supporting decisions for
resource allocation and patient dispatching, taking into account both the expected evolution of the
physiological status of the patient and the evolution ofrédsmurce provisionrésponse phasg
supportingpreparedness phasdgold level) by the probabilistic determination of the source of an
infection.

Following the two phases of thaser requirements gathering and analysis and their results, this
section repds the definition of the Functional and Non Functional requirements for the IMPRESS

system.

4.4,1 THEFUNCTIONAREQUIREMENTS OF THMPRESSOLUTION
The functional requirementd-: functional)specify what functions or activities the system should
carry outto address the user requirements and needs. They are reported in thiedolédle and
have been classifying according to the following categorization:
1 MUST: it is a mandatory requirement that must be satisfied. It has a very high priority in the
developnent of the solution
1 SHOULD: this type of requirement is still a higtiority requirement, it is recommended,
but valid reasons and particular circumstanoey lead to the decision (carefully weighted
and evaluated) nad implement it.
I COULD: itis an optional requirementdesiable to have implementedtathe solution but of
lesspriority. This type of requiremerd on 6t af fect anything el se i

included if time and resources permit.
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Category No. Requirement

IMPRESS Uses AF1 IMPRESS should suppoiion Health SHOULD
Responders police, fire service, civi
protection (only for communication)

AF2 Crowdsourcing information will be COULD
gathered alsofrom volunteers and
non-specialized public personne
such as teachers or other pak

servants

AF3 IMPRESS must provide User role MUST
categories with different levels of
access

AF4 IMPRESS must provide a system fo MUST

user authentication

AF5 IMPRESS should providmformation SHOULD
to users according to their
operational strategic role

Incident management AF6 The IMPRESS platfornmustconsider MUST
different categories of Incident

AF7 The IMPRESS platformrmust define MUST
each incident with ainique incident
identifier

AF8 IMPRESS should providsupport in SHOULD
everyday incidents

AF9 IMPRESS should provide "disaster SHOULD
profiles"” and/ or
Upon defining a new incident in
certain category, information from
previous disaster report with relevg
information (amount and type (
resources needed) will be provided
the e user.

AF10 The IMPRESS platform must provid MUST
decision support for both Mass
Casualty Incidentand Public Health
Emergency incidents and distingui
between them
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AF11 The IMPRESS platform should SHOULD
consider the report of an emerger
event as the gting point of the
coordination.

AF12 The IMPRESS environmentmust MUST
capture and track the incident
lifecycle

AF13 IMPRESS should be able toredict SHOULD
the incident evolution and should
automatically change evolutig
prediction on the basis of changes
the context

AF14 IMPRESSmustrecord automatically MUST
all data related to decisions made
during the incident (resource
allocated, orders assigned,.gtc

AF15 The IMPRESS platform mustupport MUST
the clinical, public health and
resource  management (huran,
material) activities.

AF16 IMPRESS must have functions fo MUST
allowing specific end users {
add/remove different types of
available resources

AF17 The IMPRESS platfornmust enable MUST
the incident commander to executg
request for resources

AF18 The IMPRESS platformmust support MUST
inter-service commands by assignin
task orders

AF19 The IMPRESS platforrmust provide MUST
an alert mechanism to notify the
responders.

AF20 The IMPRESS platform could provig COULD
supplementary information about the
road condions (traffic etc.) ang
weather conditions

AF21 IMPRESS could perform automatic COULD
backups
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Communication AF22 The IMPRESS environmentmust MUST
enable communication throughout t
incident management hierarchy of {
user roles ifitra-agency/organizatian
communication)

AF23 The IMPRESS environmentmust MUST
enable communication among differe
organizations ifter-
agency/organization communication

AF24 The IMPRESS environmentcould CouLD
provide real time exchange of voice
data and media.

AF25 The IMPRESS environment could COuLD
provide automatic message
prioritization

Event/Incident AF26 The IMPRESS platfornmust enable MUST
reporting data the record of Standard Report
Information of an emergency call
The information that needs to |
captured from an emergancecall
including: degree of urgency, sca
(small/big), special features (unusud
time, location, number of casualties.

AF27 IMPRESS should be able to sholata SHOULD
from previous similar incidents by
capturing a Public Health Emergen
from a report dondy the end users ¢
the HICS (silent event/unusual event

AF28 The IMPRESS environmentmust MUST
provide the localization of critical
infrastructure

AF29 IMPRESSmust provide the following MUST
information of the incident to the
responders: exact locationaccess
availability of access, meteorologic
information.

Resources/Logistics AF30 The IMPRESS environmentmust MUST
provide information about thstatus
(availability) of the resources to th
relevant end users (ambulances,
availability).
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AF31 IMPRESS must capture thecurrent MUST
status of the ambulances The
possible values can be: available, al
departure, on the way, arrival, loadi
patients, departure for the hospital,
the way to the hospital, droppir
patients, free.

AF32 The IMPRESS ernwnment must MUST
provide information about th
localization of the resourcesto the
relevant end users.

AF33 The IMPRESS environmentmust MUST
enable resource management
allocation, request, roster and tracki
of resources

AF34 The IMPRESS environmentcould COuULD
provide routing navigation of mobile
resourcesin order to reach the incide
site in the shortest possible time, tak
into account access roads, traff
damages

AF35 The IMPRESS environmentcould COULD
provide the localization oflogistic
points (wate, food, fuel station
boards, empty spaces for patie
evacuation) that could be used
facilitate the incident manageme
procedure

AF36 Public means of transportationcould COULD
should be considered as additio
resources to be used and managed
IMPRESS

Patient status and AF37 IMPRESSmustprovide functionalities MUST
patient tracking to insert anew casualty with its
identification code

AF38 The IMPRESS platform must MUST
univocally link each patient to one
incident

AF39 Clinical data/patient health gatus SHOULD
should be recorded automatical
through devices.
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AF40 IMPRESSmusttrack a patient from MUST
the field to the hospital, recording tf
hospital where the patient has be
sent

AF41 IMPRESS must record Triage MUST
information

AF42 IMPRESScould provide photos of the COULD
casualties/injured people

User interface AF43 IMPRESS could provide for vocal COULD
data entry and Automated Data
Entry. Manual input such as textin
should be avoided.

AF44 IMPRESS shouldise symbolsn maps SHOULD

AF45 IMPRESS environmén should usg SHOULD
colour coding on automated
messages

AF46 The User Interface should u SHOULD
graphics and colars

AF47 The mobile interface must beeasily MUST
understood andeasy to installalso by
norttechnical people

AF48 IMPRESS must implement & MUST
reporting system including text,
numbers, graphics, calocodes

AF49 The system should provideaps and SHOULD
visualization of the scenewith victim
localization display of resource
localization visualization of
transport/destination

AF50 IMPRESS could provide a User COULD
Interface based on theiser's own
language

AF51 The User Interfaceshouldinclude in- SHOULD
line instructions, examples of data tg
insert with the corresponding format

Decision Support AF52 The IMPRESS platforrnmust provide MUST
System (DSS) an esimate of thelocalization of the
source of infection

47



T TMBEBRESS

Grant Agreement No.608078

AF53

The IMPRESS platformmust provide
multi-objectiveoptimal
recommendations to the incide
commander on the basis bbspital
available resources and forecas
their evolution in a specific timefame
(hospital surge)

MUST

AF54

The IMPRESS platformmust provide
the forecast of the evolution of the
provision of the resources to the field

MUST

AF55

The IMPRESS platforrmustprovide a
forecast of theevolution of the patient
physiological status based onvital

signs from the field

MUST

AF56

IMPRESS should provide informatig
about which resources to assign tc
patients

SHOULD

AF57

IMPRESS should perform automal
estimation of thdgime to intervention
for the mobile health resources
(ambulances, drugs, equipntg

COuLD

AF58

IMPRESS should provide support to
the emergency unitsn the hospitals.

SHOULD

Training

AF59

IMPRESS must be able tosimulate
different Scenarios (in terms of
different event severity, differer
number and type of casualties, weat
conditions, et c é) al | g
randomness

MUST

AF60

IMPRESS must provide asimulation
environment for the management of
the incident

MUST

AF61

The systemmust provide a specific
training sessionfor each user/role

MUST

AF62

The system shouldsimulate the
actions of the othe user/roles

SHOULD

AF63

The systemmust be able to generat
victims with different vital signs an
automatically perform triage

MUST
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AF64

The systemshould provide feedback SHOULD
to the user about his/her
performance (user evaluatior

procedure)

AF65

The systen must provide access t MUST

training about decisions making

TABLE 8- FUNCTIONAL REQUIREMENTS DERIVED FROM USABILITY SESSION

4.4.2 NON FUNCTIONAL REQBEMENTS OF THMPRESSOLUTION

From the Functional requirements descend the-Norctional requirements of the IMPRESS
platform; they are summarizéal the following table’ NF stands for noflunctional

Category No. Requirement
Ethical ANF1 No use of personal data. A patient will be represented by a
single id.
Data ANF2 Compatibility with the WHO family of classifications and the
interoperability TSO model
ANF3 Use of interoperability standards and data formats in emerge
management.
ANF4 IMPRESS environment should provide a homogenized view
data of various resources.
Data types ANF5 Use of pecific formats of structured data (XML, CSYSON
EPljson)
ANF6 Use of geographical coordinates in geolocation data.
Data exchange ANF7 Support of asynchronous communication
between the
components ANF8 Use of specific data formats in exchanged messages (E
CAP, JSONetc.)
ANF9 Use of messaging bus. The data of each message should ct
Message ID, Release timestamp, originator, recipient, relate
message id, message body
User o ANF10 Use ofSSL certificates for user authentication
authentication
Data Security ANF11 Use of SSL protocol
ANF12 Exchanged data should be encrypted
Crisis ANF13 Use of EDXL-DE, EDXL-TEP/TEC, CAP, EDXERM
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Management

Connection ANF14
with Hospital
Information
Systems (HIS)

Use of EDXL-HAVE, HL7-RIM.

Process of CSV, XML, EXCEL files and data, if needed.

Field Data ANF15
Capture  ang
Communicatio
n

Use of EDXL-TEP

TABLE 97 NON-FUNCTIONAL REQUIREMENTS DERIVED FROM USABILITY SESSION

On the basis of the identified system requirements, the scartated usaases are presented below.
The different Use Cases show how the IMPRESS solution provides support in crisis situations by

carrying out all the functionalities reportedTiable 5.

50



HIVMBERESS Grant Agreement No.608078

5 IMPRESSTEST BEDSCENARIOS

The IMPRESS platform is intended to support the response to major hésdth ¢n the following,

the testbed scenarios, whichave been designed in order ésttsuccessive versions of the platform,

are described in detail. Since the use of IMPRESS is not limited to trauma, but also addresses
potential biological hazard situahs, a third scenario of use is also described, showcasing the

potential usefulness of IMPRESS in helping respond to this type of threat.

5.1 THEPALERMAJSECASE

5.1.1 BACKGROUND

The Use case 2 will take place in Palermeijty of 700,000 inhabitants, locatedtire Mediterranean

Area of South Italy and will simulate the sudden liberation of high concentrations of toxic compounds
from a tank fire developing enoard of a ship moored in the Palermo harbor.

The concept of the present scenario moves from the aNi&jlah actual data from a historical fire,

which developed in the Palermo waste dump of Bellolampo between July 29 and August 17, 2012.
The analysis of data relevant to pollutants released into the environment has been fully developed by
the Regional Agecy for Environment Protection (ARPA Sicilia) and a diffusive model has been
developed aimed at estimating the amount of toxic compounds possibly interesting the city of
Palermo. This model has been validated by means of data produced by urban envitonmenta
monitoring stations.

Thus, actual historical data of toxicant diffusion are available for the area of Palermo.

The actual scenari o wil!/ be devel op%iddicateu byt he Pa
the red quadrangle in figure 1. The rectld indicates the place in which a fire develops in a ship
waiting for docking in Palermo harbor. Due to the wind from NE (this wind is very common in
Mediterranean area), high concentrations of toxic compounds reach a very densely populated area.

In thearea involved by the fire scenario, several institutional buildings are located: a school (Nautical
Institute), an office of Harbor Authority, the Tax Office, the administrative offices of the University

of Palermo, a private hospital, and a church. Adisthinstitutions will be involved in the scenario
development by means of meetings in which aspects relevant to the scenario will be presented and
discussed. The areas immediately outside that involved by the contamination are suitable for triage
facilities and for the landing of helicopters for the evacuation of most severe victims. The nearest

hospital is 2 km far, accessible directly through the seafront boulevard.
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FIGURE 5: PICTURE OF THE KALSA DISTRICT

5.1.2 DETAILESCENARI@ESCRIPTION

Acronyms
AMA Advanced Medical Aid
ARPA Sicilia  Regional Agency for Environment Protection

ASP Palermo Health District of Palermo

CG Coast Guard

CRC Centre for Rescue Coordination

CRI Provincial Command of Italian Red Cross

DPC Italian NationalCivil Protection Department

DRPC Regional Civil Protection Department

DVI Di saster Victimdés Il dent
FD Provincial fire department

MOC Municipal Op Center

PPE Personal Protective Equipment

i ficati on
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S&R unit Search and Rescue unit

SORIS Sicilian Integrated Regnal Operations Room
SUES 118 Emergency Health Service

VOs Voluntary Organizations

AGENCIES AND ACTORS PARTICIPATING TO THE DEMO

Public bodies

>\

Regional Department for Civil Protection of Sicily

>\

National Italian Department for Civil Protection

>\

Civil Protedion Office of Palermo Municipality

>\

Civil Protection Office of Province of Palermo

>\

Palermo Municipality

>\

Prefecture of Palermo (local office of Ministry of the Interior)

>\

Coast Guard

>\

Command of Financial Police of Palermo

>\

State Police, Section of Expert Cerscene InvestigatiorDVI

>\

Regional Direction of Fire Department, Sicilia

>\

Provincial Command of Carabinieri
12A Carabi nSicdia'i Battalion "
9A Helicopter Brigade Carabinieri

> > >

Operational Air and Naval Command of Finance Guard
Harbor Authority

> >

Corp of Forest Guards of Sicily

>\

Regional Agency for Environment Protection of Sicily

>\

Regional Department for Public Health (Body of Regional Government for public health)
Health District of Palermo (ASP Palermo)

>\

"Buccheri La Ferl& Hospital, Palermo

> >

Provincial Command of Italian Red Cross, Palermo

>\

Emergency Health Service (118)

Public buildings

A Nautical I nstitute AGIi oeni Trabiaodo of Pal er ma
A Regional Administrative Court of Sicily

A Office of Head of University of Palermo
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A Administrative offices of Palermo Municipality

Telecommunication company

A Telecom ltalia
One important element of the Italy Scenario is the traffic condition. The crisis happens in a
geographic area characterized by narrow roads and heavy traffic, mainly during working hours (see

the following figure).

FIGURE 6: PICTURE OF THE GEOGRA PHICAL CHARACTERISTI CS OF THE INVOLVED A REA

The flow of actions followed to manage the crisis situation in the current state (without the use of
IMPRESS solution) is described in the following:

TIME EVENT

9:00 am | The Ship "XXX" communicates by radio to the Coast Guard (CG) its position and tha
developed on board.

The Coast GuarMAYRAYdJ velsersthi pds i

9:.03am | The CG Control Room immediately takes command and coordination ofetdwie
operation at sea also establishing a radio contact with the ship.

The CG orders the Search & Rescue patrol boat to approach vessel on fire.
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The CG also alerts the Fire Brigade in the harbor.

The ship captain communicates that the crew is not abdetioguish the fire and that I
has initiated the abandonment of the ship.

CG alerts the other law enforcement sea means, the use of CG helicopters and or
other ships in transit in the area are diverted.

CG requests from shieg@d | edptiaifror mat ipg
content and number of crew aboard.

9:05am | The CG Control Room alerts the Sicilian Integrated Regional Operations Room (S
and the Prefecture of Palermo (i.e., the local office of Ministry of the Interior)

The CG communicates that a toxic cloud is moving towards the urban area (Figure
4).

Diffusive model of the toxic cloud moving from the burning ship towards the urban &
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Diffusive model of the toxic cloud moving from the burning ship towahe urban area

905am |A visible plume from the ship is formn
Palermo.
9:05 am | The Prefecture of Palermo alerts (by phone and email) its Crisis Unit and simultan
calls:
i Police Headquarters;
9 Provincial Command of Carabinieri (CC);
Y Command of Financial Police of Palermo;
9 Provincial fire department (FD);
9 Coast Guard (CG);
9 Regional Civil Protection Department (DRPC);
I Province of Palermo;
9 Palermo Municipality;
q Office for Maritime Health;
1 Regional Agncy for Environment Protection (ARPA Sicilia);
9 Health District of Palermo (ASP Palermo);
i Emergency Health Service (SUES 118);
1 Provincial Command of Italian Red Cross, Palermo (CRI).
9:.05am | SORIS also:
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